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Mucbmo MunHoGpHayku Poccum oT 14.05.2018 Ne 08-1184
O HanpasneHuun nHgopmaumm

MHdopmaumoHHasa naMaTKa ans oby4varowmxcs Ana pasmMeLlleHms Ha
opmumanbHbIX UHTEpHeT-pecypcax

C kaxgbIM rogom MOJSIO4EXN B MHTEepHeTe CTaHOBUTbLCA Oonblue, a WKONMbHUKMA O4HM U3 CaMblIX
aKTMBHbIX NoNb3oBaTtenemn PyHeTa. Me»q:l,y TeM, MOMMUMO OrpOMHOIO Kosrm4yecTea BO3MOXHOCTEMN,
WHTEPHET HeceT U I'Ip06J'IeMbI. OTa namsATKka AoimkHa NomoYb Tebe 6Ge3onacHo HaxoaMUTLCS B CETH.

KomMnbloTepHble BUPYChI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMBLIOTEPHbIX NPOrpamMm, OTIIMYUTENBHO
0COBEHHOCTbIO KOTOPOW SBNSIETCA CMNOCOBHOCTb K Pa3MHOXEHM0. B ononHeHne k 3ToMy, BUPYChI
MOTYT MOBPEAUTb MUIN NMOMHOCTBLIO YHUYTOXMTb BCE (painbl U faHHbIE, MOAKOHTPOSbHbIE
nonb3oBaTento, OT MMeHM KOToporo Obina 3anyLeHa 3apaxeéHHas nporpaMma, a Takke NoBpeaunTb
UK Jaxe YHUUTOXUTb ONepaLMoHHY0 CUCTEMY co Bcemu dharinamm B Lenom. B GonbLumHcTBe
Cry4aeB pacnpoCTPaHSATCS BUPYChl Yepe3 NHTEPHET.

MeToapl 3aLlnTbl OT BPEAOHOCHbLIX MPOrpamm:

1. icnonb3yin coBpeMeHHble OnepaLyoHHbIE CUCTEMbI, UMELNE CEPbE3HDBIN YPOBEHb 3aLUMTLI OT
BPEAOHOCHbIX MPOrpamm;

2. [NocTosHHO ycTaHaBnuBam nayvTn (LMdpoBble 3annaTku, KOTOpble aBTOMaTUYECKN
yCTaHaBNUBAKTCA C Lenblo JopabTku nporpammbl) U apyrine 0OGHOBNEHWS CBOEN onepaLoHHON
cuctemMbl. CkadmBan UX TOMbLKO € odunumansHoro canta paspabotynka OC. Ecnu cywecTtsyet
pexXvM aBTOMaTU4eCKOro 0OHOBMEHWS], BKIOUN €rO;

3. PaboTali Ha cBoeM KOMMbIOTEPE NOA NpaBaMu Nonb30oBaTensi, a He agMMHUCTpaTopa. ATO He
Nno3BoNUT 60MbLUIMHCTBY BPEAOHOCHbLIX NPOrpaMm MHCTaNNMpoBaTbCA Ha TBOEM NEPCOHANbHOM
KOMMNbIOTEPE;

4. Ncnonb3yn aHTMBUPYCHbIE NPOrpamMMHble NPOAYKTbl M3BECTHLIX MPOM3BOAUTENEN, C
aBToMaTunyeckum obHoBMNeHnem 6as;

5. OrpaHunydb nandeckmii 4OCTYN K KOMMNbIOTEPY ANA MOCTOPOHHMX NL;

6. Micnonb3ayi BHeELLHME HOCUTENN nHopMaumn, Takme Kak doneLuka, AUCK unun dann n3 MHTepHeTa,
TOMbKO M3 NPOtEPEHHBIX UCTOYHUKOB;

7. He oTkpblBai KOMMbIOTEPHbIE ddansbl, NOSTyYeHHbIE U3 HEHAAEXHbIX UICTOYHUKOB. [daxe Te
(oainbl, KOTOpbIE NpUCIan TBOM 3HAKOMbIW. JTyyllie YTOYHM Y HEro, OTNPaBrsin N oH Tebe nx.

Cetn WI-FI

Wi-Fi - aT0 He BUA nepegayn aaHHbIX, HE TEXHOMNOMNSA, a Bcero nub 6peHa, mapka. Ewe B 1991
rogy HuagepnaHackas komnaHus 3apernctpupoana 6peHg «WECA», yto o6o3Hayano
cnosoco4veTaHune «Wireless Fidelity», koTopbin nepeBoanTcs Kak «6ecnpoBogHas TOMHOCTbY.

[lo Hawero BpemeHu gowuna apyras abbpesnatypa, KoTopas sSIBNSETCS TaKoW e TexHonornen. 1o
abb6pesunatypa «Wi-Fi». Takoe HasBaHMe ObINIO 4AHO C HAMEKOM Ha CTaHAapT BbICLLWIA 3BYKOBOW
TexHukn Hi-Fi, 4TO B nepeBoae 03HavaeT «BbICOKasi TOYHOCTbY.

Ha, 6ecnnaTHbIA UHTEPHET-AOCTYN B Kadhe, OTENSAX N a3ponopTax SABNAETCS OTNINYHOWN
BO3MOXHOCTbLIO BbIXO4a B UHTEpHeT. Ho MHOrMe akcnepThbl cHUTatoT, 4To obwenoctynHole Wi-Fi
CeTu He sABNATCs 6e3onacHbIMMN.

CoseTbl No 6e3onacHoCTM paboTe B 06LwwenocTynHbix ceTax Wi-fi:

1. He nepegaBai cBoo nNnyHy0 nHdopmauuto Yyepes obuwenoctynHblie Wi-Fi cetu. PaboTtas B HuX,
XenaTtenbHO He BBOAUTb NAposiv AOCTYNa, NOrMHbI U KakMe-To HoMepa;

2. Vicnonb3yn n 0OHOBNAK aHTUBUPYCHbIE NporpaMmMbl U 6paHamayep. Tem cambiM Tbl 06e30nacuLlb
cebs OT 3aKayku BUpYca Ha TBOE YCTPOWCTBO;



3. Mpu ncnonssoBaHmn Wi-Fi oTknoumn pyHkumo « O6Lwmn gocTyn K dpannam n npuHtepamy. JaHHas
dYHKLMSA 3aKpbiTa NO YMOSYaHMIO, O4HAKO HEKOTOpPbIE NMONb30BaTENN aKTUBMPYIOT €€ aAnd yoobceTea
ncnonb3oBaHus B paboTte unm ydebe;

4. He ncnonbayn nyonunynbii WI-FI gns nepegaym nudHbIX aHHbIX, HAanpuMep ANs BbiXxO4da B
counanbHble CETU UMW B SNEKTPOHHYHO MOYTY;

5. inonb3ywn Tonbko 3alumeHHoe coeanHenme Yyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBOAM MMeEHHO «https://»;

6. B mobunbHoM TenedoHe oTknoum yHkumto «loakntodeHme k Wi-Fi aBTomaTudecku». He
Aonyckan aBToMaTUYECKOro NoaknodeHnst yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumanbHble CeTV akTUBHO BXOAST B HaLLy XM3Hb, MHOTUE Nioau paboTatoT U XKUBYT Tam
NnocTosiHHO, a B Facebook yxe 3apernctpupoBaH Munnuapm YemnoBek, YTo SABNSAETCA OAHOW CebMOM
BCeX XuTenen nnaHetbl. MHOrMe nonb3oBaTenun He NOHUMALOT, YTO MHopMaUMs, pasMeLLeHHas
UMK B coLmanbHbIX CETAX, MOXET ObITb HaAeHa U UCMONb30BaHa KEM YrofHO, B TOM YMCHe He
06s13aTenbLHO ¢ GnaruMm HaMepPeHUSMU.

OcHoBHbIe coBeThbl N0 6e30MacHOCTY B COLMAbHbIX CETAX:
1. OrpaHnyb cnvcok apy3en. Y 1ebs B opy3bsax HE OOIMKHO ObiTb CyYalHbIX U HE3HAKOMBbIX N0AEN;

2. 3awumiian cBoK YacTHYH0 Xn3Hb. He ykasbiBaln naponu, TenedoHbl, agpeca, Aaty TBOero
POXOEHNS U OPYTYI0 NINYHYIO MHCpOPMaLMIO. 3MOYMbILLNEHHUKN MOTYT UCMONb30BaTh Jaxe
WHopMaLMIO O TOM, KaK Tbl U TBOM poaUTENN NraHNpyeTe NPOBECTN KaHUKYIbI;

3. 3awwmwan ceo penyTaumio - epPXn ee B YNCTOTE U 3adaBan cebe Bonpoc: XoTen Obl Thbl, YTOObI
Apyrue nonb3oBaTeny BUOENN, YTO Thl 3arpyxaelb? MNogymai, npexae Yem 4To-To onybnmkosaThb,
HanucaTtb U 3arpysuThb;

4. Ecnu Tbl rOBOpULLb C NIOABMU, KOTOPbIX HE 3HAELLb, HE UCMOSb3YI CBOE pearibHOe UMS U OpYryto
NMYHYIO0 MHDOPMALIMK: UMSI, MECTO XXMUTENbCTBA, MECTO Yy4ebbl U Npoyee;

5. N36eran pasmelleHus otorpadun B VIHTEpHETE, rae Tbl M300paXkeH Ha MECTHOCTU, MO KOTOPOM
MOXHO OonpeaenuTb TBOE MECTOMOMOXEHWE;

6. Mpu perncrtpaumm B coumanbHOM CeTM HEOBXOAMMO NCMONb30BaTh CMOXHbIE NAPONN, COCTOSALLNE
13 6yKB 1 LMP U C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumanbHOM ceTu, NoYTbl U APYrMX cauToB HEOGXOAMMO MCMONb30BaTh pasHble Naponu.
Toraa ecnv Te65 B3NOMatoT, TO 310YMbILUINIEHHMKM NONyYaT AOCTYN TONBbKO K OAHOMY MECTY, a He BO
BCe cpaay.

OnEeKTPOHHbIE AEHbMN

OnNeKTPOHHbIE AeHbMM — 3TO OYeHb YAOBHLIN CNocob nnaTexen, O4HaKO CYLLECTBYHOT MOLLIEHHUKM,
KOTOpbIE XOTAT NOMYYUTb 3TU OEHbIN.

SJ'IGKTpOHHbIe AeHblrv noaBmnncb coecemMm HegaBHO U UMEHHO M3-3a 3TOIr0 BO MHOIMX rocyaapcrBax
00 CUX NMop He NponncaHo NpPo HMX B 3aKOHaXx.

B Poccum e oHM OyHKUMOHMPYIOT U O HUX YXKe NMPOMMCcaHo B 3aKOHE, rae Ux pasaensioT Ha
HECKOJIbKO BUAOB - aHOHMMHbIE Y HE aHOHVUMHbIE. PasHuLa B TOM, YTO aHOHWUMHbIE - 3TO Te, B
KOTOPbIX paspeluaeTcsi NPOBOAMTbL onepaumn 6e3 naeHTudukaumm nonb3oBartens, a B
HeaHOHVMHbIX UaeHTUdUKaLMM NoNb3oBaTenNs SBNseTcs 06s53aTensHON.

Takke cnegyeT pasnuyaTb MEKTPOHHbIE naTHbIE AeHbIMM (PaBHbI FOCYAAaPCTBEHHBIM BantoTam) u
SMNEeKTPOHHbIE HedhmaTHbIE OeHbMM (HE paBHbI FOCYAapPCTBEHHBIM BanoTam).

OcHOBHbIe coBeTbl MO 6Ge3onacHoOn paboTe C ANEKTPOHHbLIMU AEHbramu:

1. MNpmBSXKKU K cHETY MOBUNBHBLIN TenedoH. OTO caMbliin YAO0OHbIV 1 BbICTPbIA CNOCOD BOCCTAHOBUTL
AocTyn K cyeTy. NpmnBasaHHbI TenedoH NOMOXET, ecnu 3abyaellb CBOW MiaTeXHbIN Naposb Unn
3angellb Ha calT C He3HAKOMOro YCTPONCTBA;

2. Vicnonb3yn ogHopasoBble naponu. Nocne nepexoaa Ha YCUNEHHYH0 aBTopu3saLmio Tebe yxe He
OyoeT yrpoxaTb ONacHOCTb KpaXu UIn nepexesaTa NnaTeXxHoro napons;



3. Bbibepu crnoxHbii naponk. MNMpecTynHukam OyaeT He NPOCTOo yragaTh CrOXHbIA Naporb.
HagexHble naponm — 370 nNaponu, KoTopble cogepXaT He MeHee 8 3HaKOB W BKIOYAKOT B cebs
CTPOYHbIE N NPOMNMCHbIE BYKBbI, LNPbI U HECKONBLKO CUMBOJIOB, TaKME Kak 3HaK gonnapa, yHTa,
BOCKNMUATENbHLIN 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAWN CBOW NUYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBEpPSIELLb.
OneKTpoHHas NoHTa

OnNeKTPOHHas noyTa — 3TO TEXHOSOIMMSA 1 NpeocTaBnsieMble €10 YCIyrn Mo Nnepechisike u
NONYYEHUIO 3NEKTPOHHBIX COOOLLEHNI, KOTOPLIE pacnpenenstoTcs B KOMNbOTEPHOM ceTh. OBbIYHO
3NEKTPOHHbIN NOYTOBbLIN SALWMK BbIMMAAMT cnegyowmMm obpasom: nms_nonb3oBaTena@umsa_aoMeHa.
Takke Kpome nepegaym NPoOCTOro TEKCTa, UMEETCH BO3MOXHOCTb nepeaasaTtb dannsl.

OcHoBHble coBeTbl No Ge3onacHoi paboTe ¢ ANEeKTPOHHOW NOYTON:

1. Hapo BbiGpaTb NpaBunbHbIN NOYTOBLIV cepBUC. B MHTepHETE eCcTb OrpoMHbIV BbiIGOp GecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO NyyLle AOBEPSITb TEM, KOTO 3HAELUb U KTO MepBbIi B PENTUHTE;

2. He ykasbiBait B NIMYHOM NOYTE NNYHYIO nHdopmaumto. Hanpumep, nydiue Boiopatb
«My3blKanbHbIA_daHaT@» nnmn «pok2013» BmecTo «Temal3y;

3. Vcnonb3yn aByxaTanHyo aBTopm3aunto. 310 Korga NOMMMO Napornst HY>XHO BBOAUTb KOA,
npuceinaembii no SMS;

4. Bbibepun cnoxHbin naponb. [nsa kaXaoro noyYToBOro sSiLMKa AOMMKEH ObITb CBOWM HAOEXHbIN,
YCTONYMBLIN K B3fIOMY Napofb;

5. Ecnun ecTb BO3MOXHOCTb Hanucatb CaMOMy CBOM JIMYHbIA BONPOC, MCMOMb3YN 3Ty BO3MOXHOCTb;

6. Mlcnonb3yin HECKONbKO NOYTOBBIX AWMKOB. [epBbli ANg YacTHOW Nepennckn ¢ agpecartamu,
KOTOPbIM Thbl AOBEpPSiELLb. DTO 3NMEKTPOHHbIN aApec He HAaAo UCMONb30BaTb NpPU perncTpaumm Ha
dopymax 1 cantax;

7. He oTkpbiBawn tainbl U gpyrne BAOXeEHNs B NMCbMaXxX AaXke eCriv OHU NPULLAM OT TBOUX ApPY3€EN.
Jlyyle yTOYHM Y HMX, OTNPaBNANu N oHn Tebe aTn darnel;

8. MNMocne okoH4YaHWst paboTkl HA MOYTOBOM CEPBMCE Nepes 3aKpbiTUEM BKITaOKM C caiToM He 3abyapb
HaXaTtb Ha «BbiiTn».

Km6ep6ynnMHr nnn BnupTyanbHOEe n3geBaTtesibCTBO

KnbepbynnuHr — npecnenoBaHne coobLleHns M1, coaepallummMmm ockopbneHus, arpeccuto,
3anyrmBaHue; XynMraHcTBo; coumarnibHoe 60MKOTUPOBaHUE C MOMOLLBIO PA3NTUYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ kKnbepOynnMHrom:

1. He 6pocaiicsi B 601. Jlyywumin cnocob: mocoBeToBaTLCS Kak cebs BECTU U, eCrn HET TOro, K KoMy
MOXHO 0BpaTuTbCS, TO BHAaYane ycnokoutbcsi. ECnu Tbl HAYHeLb 0TBEYaTb OCKOPONEHMSIMU Ha
OCKOPGeHMs, TO TOMbKO eLle BonbLle pa3oxKeLllb KOHMINKT;

2. YnpaBnsi cBoewn knbeppenyTtauuen;

3. AHOHUMHOCTb B CETM MHUMaS. CyUJ,eCTByI-OT €nocobbl BbICHUTb, KTO CTOMT 3@ @HOHUMHbIM
adKKayHTOM;

4. He cTonT BECTU XynuraHckuin obpas BUpTyanbHOM XM3HU. IHTepHEeT mKeupyeTt Bce TBOU
OENCTBUSA 1 COXpaHSAET UX. YoanuTb ux OyaeT KpaviHe 3aTpyAHUTENbHO;

5. Cobntogan cBov BUPTYaribHYH YeCTb CMOSOAY;

6. VIrHopupyn eanHn4YHbIN HeraTue. OgHOpa3oBble OCKOPOUTENbHBLIE COOBLLIEHNS MNyyLle
urHopuposaTb. OBbIYHO arpeccus npekpallaeTcs Ha HayansHoM cTaauu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMM COOBLLEHMSIMA, B COLMATIbHBIX CETSAX ECTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBku COOBLLEHWI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBou 4eNCTBUS: BbICTYNUTL NPOTUB Npecnenosatend,
nokasaTb €My, YTO ero AeNCTBMS OLEHMBAKTCA HEraTUBHO, NoaaepKaTh XepTBY, KOTOPOMN HyXHa
ncuxosiornyeckasi NOMOLLb, COOBLLMTL B3POCbIM O (hakTe arpeCCUBHOMO NOBEAEHUA B CETH.



MobunbHbI TenedoH

COBpeMeHHbIe CMapTd)OHbI M nnaHweTbl coaepxarT B cebe BronHe B3p00ﬂbl|7| (byHKLJ,VIOHaJ'I, n
Tenepb OHN MOTyT KOHKYpMUpoOBaTb CO CTauMOHapPHbIMWN KOMNbOTEPAMW. OgHako, cpencTs 3allunTbl
Ans Nogo6HbIX yCTpOVICTB NoKa O4YeHb Maro. TeCTVIpOBaHVIe M NOUCK yFI3BVIMOCTel7I B HUX
nponcxognT He Tak UHTEHCUBHO, KaK Onsd MK, To Xe camoe kacaeTcs U MOBUNbHbIX I'IpI/IJ'IO)KeHI/IVI.

CoBpeMeHHble MOGUINbHbBIE Bpay3ephbl yXKe NPakTUYECKX AorHanM HacTomNbHbLIE aHarnoru, ogHaKko
paclumpeHune dyHKLUMOHana BrieYeT 3a coboi GonbLLYH CMOXHOCTL Y MEHbLUYIO 3aLUULLIEHHOCTb.

[aneko He Bce NPOM3BOAWTENU BbIMyCKaloT OGHOBIEHNS, 3aKpbIBaOLLME KPUTUYECKME YSA3BUMOCTH
AN CBOUX YCTPONCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTU MOOUIBHOIO TenedoHa:

1. Huuero He siBnsieTca no-Hactoswemy becnnatHbiM. Byab 0CTOpoXeH, Beap koraa tede
npegnaratoT 6ecnnaTtHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKne-To nnaTHbIE YCIyru;

2. lymai, npexae Yyem otnpaBuTb SMS, poTO unun BMAeo. Thbl TOYHO 3HaELb, IAe OHM OyayT B
KOHEeYHOM utore?

3. Heo6xoamMmMo 06HOBRATL ONEpPaLMOHHY0 CUCTEMY TBOEIO0 CMapT(OHa;
4. Vicnonb3yi aHTUBUPYCHbIE NPOrpaMMbl 4151 MOOUINbHLIX TENEOHOB;

5. He 3arpyxaii npunoxeHusi oT HEM3BECTHOTO UCTOYHUKA, BEAb OHW MOTYT COAEPXaTb
BPEAOHOCHOE NporpamMmmMHoe obecneyeHue;

6. [Nocne Toro kak Tbl BbIAELLb C canTa, rae BBOAUIN JIMYHYIO MHAOPMALMIO, 3aM B HACTPOMKN
Gpay3sepa u yganu cookies;

7. I'Iepmo,u,vlquKM nposep;m Kakue nnaTtHble yCnyrn aktuBMpoBaHbl Ha TBOEM HOMEpPE,

8. [laBai1 cBoli HOMep MOBUNBHOrO TenedoHa TONbKO MIASIM, KOTOPbIX Tbl 3HAELLb U KOMY
[oBepsieLlb;

9. Bluetooth gomxeH GbITb BLIKMIOYEH, KOraa Thl UM He NMonb3yelbesi. He 3abbiBan nHorga
NpoBepPsiTb 3TO.

Online urpsbl

CoBpeMeHHbIe OHMNaH-UIPbl - 3TO KPaCoYHble, 3axXBaTbiBaloOLLME pa3BrneyvyeHusi, o6beanHsaLme
COTHM TbICAY YenoBekK Mo BceMy Mupy. Vrpoku nccnegyrot gaHHbIA UM MUP, O6LLa0TCA ApYr C
APYroM, BbIMOSHSAOT 3a4aHUsi, CpaXarTCsi C MOHCTpaMu U MoslyyatoT onbIT. 3a YA0BONbCTBME OHU
nnaTaT: NOKynakT ONUCK, OMnradvBaoT aboHEMEHT UK NpPUOGpeTaloT Kakne-To Onumun.

Bce aTv cpeacTea vayT Ha nogaepKaHue 1 passuTMe Urphbl, a Takke Ha camy 6e30nacHoCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3ALINM, BbIMYCKAOTCA HOBbIE NaTtyy (LMdpPOoBLIE 3annaTku Ans
nporpamMm), 3aKpbiBalTCs YS3BUMOCTY CEPBEPOB.

B nogo6HbIX nrpax CtonT onacaTtbCd He CTOJIbKO CBOMX COMEepPHUKOB, CKOJIbKO KpaXu TBOErro napond,
Ha KOTOpPOM OCHOBaHa cuctema aBTopusauunin SonblKNHCTBA urp.

OcHoBHble COBETbI MO 6€30MacHOCTUN TBOEro MrpoOBOro akkayHTa:

1. Ecnn gpyroi urpok BegeT cedsi Nnoxo unu cosgaeT Tede HenpuUsaTHOCTH, 3abNOKMpPYIA ero B
CrMUCKE UTPOKOB;

2. I'Io>|<anyl7|0$| aOMUHUCTPATOpaM Urpbl Ha NyioxXoe noseaeHmne 3Toro Urpoka, xefartesibHo
NPUNOXUTb KakKne-To AoKa3aTeNbCTBa B BUAE CKPUHOB,

3. He ykasbiBan niMyHyto MHbopmaLmio B npodpaiine urpbl;
4. YBaxan gpyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnmBan HeodmumarnbHble NaTyn u MOAbI;

6. Micnonbayi CnoxHble N pasHble Naponu;

7. Jaxe BO BpeMS Urpbl HE CTOUT OTKNOYaTb aHTUBMPYC. oKa Tl Urpaellb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

OULIMHT nnn KpaXka NNMYHbIX AaHHbIX



OOGbIYHON Kpakel AeHer 1 JOKYMEHTOB CErOAHS YK€ HUKOrO He YAMBULLb, HO C Pas3BUTUEM
WHTEPHET-TEXHONOMNIA 3ITOYMbILLSIEHHUKM NEPEMECTUINCE B MHTEPHET, 1 MPOOOIIKAT 3aHMMAaTbCS
«1IOOUMbIM» AENOM.

Tak nosiBunackb HoBas yrpo3a: UHTEPHET-MOLLEHHMYECTBA UNK (PULLNHT, rNaBHas Lenb KOTOPOro
COCTOMT B MOMy4YeHUM KOHpraeHUnanbHbIX AaHHbIX Nofb3oBaTenen — NormHoB 1 naporen. Ha
aHrnunckom a3bike phishing yutaetca kak couwimHr (ot fishing — peibHas nosns, password —
napornb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBoUM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHkeTa Obinia B3noMaHa, 1o
Heobxoanmo 3abnokupoBaTh ee 1 COOOLWMTL agMUHUCTpPaToOpamM pecypca 06 3TOM Kak MOXHO
ckopee;

2. |/|CI'IOJ'Ib3yI7I BesonacHble Beb-canTbl, B TOM 4ncCre, MHTEpPHET-MarasamHoB 1 NOUCKOBbIX CUCTEM;

3. Micnonb3yi cnoxHele n pasHble naponu. Takum obpasom, ecnv Tebs B3nomaroT, TO
3M10YMbILUMNEHHWKM NOMy4YaT AOCTYN TOMNbKO K OOHOMY TBOEMY NPOMUII0 B CETU, @ HE KO BCEM;

4. Ecnun Tebsa B3nomanu, To Heobxognumo npenynpegnTb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
nobaBneHbl Yy Tebs B Apy3b4x, O TOM, 4YTO Tebs B3niomanu n, BO3MOXXHO, OT TBOErO MMEHMU 6y/:|,eT
paccbinaTbCA crnam U CCbISTIKN Ha CbVILIJI/IHFOBbIe CcanTbl;

5. YcrtaHoBu HagexHbi naponb (PIN) Ha MOGUNBHLIN TeNedOoH;
6. OTkno4YmM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBawn tainbl U gpyrne BAOXEHNsS B NMCbMaxX AaXke eCriv OHU NPULLIM OT TBOUX APY3€EN.
Jlyylle yTOYHM Y HUX, OTNPaBNAnNu N oHn Tebe aTn dhannel.

Lndposas penyTtauus

Lindposas penytauus - 3To HeraTMBHas Unn No3nTUBHasi MHpopMaLms B ceTu o Tebe.
KomnpomeTupytowast HopmaLums pasmeLleHHasi B MHTEPHETE MOXET cepbe3HbiM 0bpa3om
OTpa3nTbCA Ha TBOeW pearnbHoOW XunsHu. «LincdpoBasa penytaums» - 3T0 TBOWN UMUK, KOTOPbLIN
dopmupyeTca 13 nHpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XUTENLCTBA, Y4ebbl, TBOE (DHAHCOBOE NONOXEHNE, 0COBEHHOCTY XapakTepa U
pacckasbl 0 6rIM3KNX - BCe 3TO HakannMBaeTCs B CETW.

MHorme NnoapoCTKM NErkoMbICNIEHHO OTHOCATCA K NyGnvkaumm nMyHom nHpopmarmm B IHTepHeTe,
He NOHMMasn BO3MOXHbIX MOCNEeACTBMI. Thl AaXe HE CMOXeLUb AoragaTbCa 0 TOM, YTo dhoTorpadums,
pasmeLLeHHas 5 neT Hasag, cTana npMyYnHOM OTKa3a NpUHATL Tebsa Ha paboTy.

KoMMmeHTapun, pasmeLleHne TBomnx cpoTorpaduin 1 apyrme 4encTBms MOryT HE UCHE3HYTb Aaxe
nocre Toro, Kak Tbl UX yaanuwb. Tbl HE 3HaeLLb, KTO COXpPaHWm 3Ty MHopMaumto, monana v oHa B
MOWNCKOBbIE CUCTEMbI U COXpaHUIIaCh N1 OHa, a rMaBHOe: YTO NoAyMatloT o Tebe OKpyKatoLLee Noau,
KOTOpble HanayT 1 yBuaAT 3To. HainTu nHdopmaumo MHOro NeT crycTst CMOXET NGO - kak 13
A06pbIX NOBYXAEHWI, Tak U C HAMEPEHUEM MPUYNHUTL Bped. ATO MOXET ObITb KTO YroAHO.

OcCHOBHbIe COBETbI M0 3alMTe LUMPOBOIN penyTaumn:

1. Moaymai, npexae Yem 4To-To NyGnukoBaThb M Nepeaasatb y cebsi B 6rore unu B coumanbHom
cetu;

2. B HacTporikax npodunis yCTaHOBU OrpaHNYeHnst Ha NPOCMOTP TBOEro nNpodhusis u ero
COAEPXKMMOrO, caernan ero TONbKO «4NA Apy3eny;

3. He pa3meLuan n He ykasbiBan MHGOpMaLMIO, KOTOpash MOXET KOro-rnmbo ockopbnaTe unm
obwmxatb.

ABTOpCKOE NpaBo

CoBpeMeHHble LLIKOMNbHUKM- akTUBHbIE MONb30BaTeNM LUMPPOBOro npocTpaHcTea. OAgHaKo ganeko He
BCE 3HalOT, YTO MOMb30BaHNE MHOTMMU BO3MOXHOCTAMU LMdPOBOro Mupa TpebyeT cobnogeHus
npae Ha UHTENNeKTyanbHyt0 COGCTBEHHOCTD.

TepMI/IH «MHTenneKktyanbHada COBCTBEHHOCTb» OTHOCUTCS K pa3niM4HbiM TBOPEHUAM 4YernoBe4veCcKkoro
yMma, Ha4dynHaaA C HOBbIX M306peTeHVII7I 1 3HaKoB, 0603Ha4aLWmMx cobCTBEHHOCTb Ha NnpoAyKTbl A



ycnyru , n 3akaH4mBasa KHUramu, (bOTOI'pa(*)VIﬂMVI, KVIHOCbVIJ'IbMaMVI N My3blKallbHbIMU
npon3seneHnAaAMN.

ABTOpCKME MNpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COGCTBEHHOCTb Ha NMPOMU3BEAEHNS HaYKK,
nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYMNalT B KAYECTBE rapaHTUM TOro, YTo
MHTENNEeKTyanbHbIA/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy crpaBeanuBeble
BO3MOXHOCTU 3apaboTaTk Ha pesynbTatax CBOero Tpyaa, Nony4nTb M3BECTHOCTbL U NPU3HaHKe.
HukTo Ges paspelueHns aBTopa He MOXET BOCNPOU3BOANTL €r0 NPoM3BeAEHNE, pacrnpoCTpaHNATb,
ny6rvMYHO AEMOHCTPUPOBaTh, NPoAaBaTh, UMMOPTUPOBATb, NyckaTb B MPoOKaT, MyGNNYHO UCMONHSATD,
nokasbiBaTb/UCMNOMNHATL B adupe unu pasmellatsb B VIHTepHeTe.

Wcnonb3oBaHWe «NMpaTcKoro» NporpaMMHOro oGecneyeHust MoXeT NPMBECTU K MHOTUM pUckam: oT
noTepu AaHHbIX K TBOMM akkayHTaM [0 GrOKMPOBKM TBOETO YCTPOWCTBA, rae YCTAHOBIEHHbIN He
neranbHas nporpammMa. He cTouT Takke 3abblBaTh, YTO CyLLIECTBYET NeranbHble U 6ecnnaTHble
nporpaMmbl, KOTOPbIE MOXHO HalTU B CETW.

O noptane

CeTeBMYOK.pb - TBOW rMaBHbI COBETYMK B CETU. 34ECh Thl MOXELLb Y3HaTb 0 6€30NacHOCTM B CETU
MOHSITHLIM M OCTYMHbIM SA3bIKOM, @ NPV BO3HUKHOBEHUW KPUTUYECKON CUTyaLum obpaTuTbes 3a
COBETOM. A TaKkke NPUHATb y4acTue B KOHKypCax M CTaTb caMbiM LMGPOBLIM rpaxaaHUHOM!



